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Application:
	Application Name
	

	Application Owner 
	yong.liang@hawaii.gov

	Application SME
	yong.liang@hawaii.gov

	Vendor
	

	Vendor SME
	



Application Description:
Application is used to provide a static web page with access to publicly available documents. Data is updated manually by Yong, ( ssh to server, used sftp to download files from local workstation to the server  as needed). The requester may directly contact Yong to gain access to certain files. Yong regularly checks to upload files as needed.
The site is intended for consultants and not general public. 
Considerations:
If the IP address of the server changes, the internal end users will need to know. Validate if Application License is linked to IP/MAC Address or not.
At this time, public IP address remains the same. 
App owner may decide to request a user friendly name as a subdomain.
Application Components:
	Server Name
	Env
	Role
	IP address
	Public Facing or Internal?
	OS

	D01HWY-PWEB102
	Prod
	Web,DB
(Mysql)
	10.50.219.22 162.221.244.142
	The 10.x.x.x is internal, and the 162.x.x.x is public
	RHEL 9



Shared Storage Used by Application
No Shared storage
Database Servers and Databases:
Locally installed MySQL dedicated to the app.
Identify any shared database and database servers
Linked Servers/ODBC connections
N/A

Dependencies
· Identify any and all components that are shared with other applications (databases, shared storage, etc)- none identified
· Identify any required access and the type of access – identified 8080 for web server access 22 for admin access. Remaining are management related ports.
· Identify all latency sensitive components/connectivity requirements, none expected. 


Application Access
How is application accessed by:
Users
TCP 8080
Admins
TCP 8080, SSH 22
Yong will notify internal users that server may be down during migration period. Internal users can relay the information to their consultants. One week in advance notification should suffice.
Application Network Connectivity Diagram 
[image: A diagram of a diagram of a diagram

AI-generated content may be incorrect.]
Application Infrastructure *servers, Storage and databases, connectivity diagram
Network Connectivity Requirements
Source/target/ports/protocols
	Source (IP/Range)
	Target (IP/Range)
	Protocol
	Port
	Notes

	TBD
	
	TCP
	8080
	

	TBD (External from Cloudflare?? NAT??)
	
	TCP
	8080
	Check with Mark or someone from network team??

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



/etc/hosts
127.0.0.1   localhost localhost.localdomain localhost4 localhost4.localdomain4
::1         localhost localhost.localdomain localhost6 localhost6.localdomain6
10.50.219.22    D01HWY-PWEB102.hawaii.local D01HWY-PWEB102



Application Migration Acceptance Criteria
Application migration acceptance criteria needs to be defined by the application SMEs and approved by Application owner.
Migration Strategy 
Migration Tool: MGN
Migration Strategy: Rehost
Tentative Migration schedule 11/14 high level
· Stop services end of the day 11/13 (Yong) 
· ScaleCapacity 5:30 AM HST, be done by 6:30 am HST. 
· 7:30 AM Jarrett will change Internal IP in DNS and the local hosts file.
· 7:45 Yong start testing
· Network team will update public IP when they start the day (~~8am)
· Yong will continue testing and advise when complete. (ETA ½ day)
Migration Prep:
Identify target AWS Account (CONFIRM WITH PATRICK) - SC
Identify target subnet/AZ - SC
· Install Replication agent -SC/Jarrett
· Create Security Group -SC
· Schedule a working session with Yong to validate a launched test instance - Jarrett
· Launch a test instance for Yong to validate OS and processes -SC
· Updated test instance /etc/hosts file (Jarrett)
· Validate OS – Yong/Jarrett
Schedule Migration date (JARRETT):
· Change request??
· Yong will notify internal users that server may be down during migration period. Internal users can relay the information to their consultants. One week in advance notification should suffice.

Cutover Action Items:
1. Stop Services (Yong)
2. Cutover the VM (ScaleCapacity)
3. Change /etc/hosts (Jarrett)
4. Validate OS (Jarrett)
5. Finalize cutover
6. Assign SG (ScaleCapacity)
7. DNS Internal Update
8. Update Public DNS (Public to local IP address mapping will need to happen with the network team, i.e. Mark)
9. Yong will validate functionality (1/2 day)
a. Test MySQL server
b. Connection to MySQL server
c. Application hook up with /data
d. Access to the web sites
e. Uploading of files

NETSTAT REPORTS

(Webcache here is 8080?confirm with Yong)
[root@D01HWY-PWEB102 ~]# netstat -a
Active Internet connections (servers and established)
Proto Recv-Q Send-Q Local Address           Foreign Address         State
tcp        0      0 0.0.0.0:ssh             0.0.0.0:*               LISTEN
tcp        0      0 D01HWY-PWEB102.ha:42790 ec2-52-201-145-11:https ESTABLISHED
tcp        0    448 D01HWY-PWEB102.hawa:ssh 10.10.12.35:61673       ESTABLISHED
tcp6       0      0 [::]:ssh                [::]:*                  LISTEN
tcp6       0      0 [::]:mysqlx             [::]:*                  LISTEN
tcp6       0      0 [::]:webcache           [::]:*                  LISTEN
tcp6       0      0 [::]:mysql              [::]:*                  LISTEN
tcp6       0      0 localhost:mxi           [::]:*                  LISTEN
tcp6       0      0 localhost:51716         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:40316         ESTABLISHED
tcp6       0      0 localhost:55480         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:37228         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:51082         localhost:mysql         TIME_WAIT
tcp6       0      0 localhost:43498         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:40666         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:36360         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:59214         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:54912         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:37970         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:52872         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:33394         localhost:mysql         ESTABLISHED
tcp6       0      0 D01HWY-PWEB102:webcache msnbot-40-77-167-:ssmpp ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:47788         ESTABLISHED
tcp6       0      0 localhost:40316         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:51716         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:59092         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:52872         ESTABLISHED
tcp6       0      0 localhost:56292         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:35358         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:46548         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:35358         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:54912         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:49642         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:36360         ESTABLISHED
tcp6       0      0 localhost:51128         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:56292         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:50900         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:40666         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:33394         ESTABLISHED
tcp6       0      0 localhost:46548         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:50900         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:59092         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:43498         ESTABLISHED
tcp6       0      0 localhost:49642         localhost:mysql         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:55480         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:59214         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:37970         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:37228         ESTABLISHED
tcp6       0      0 localhost:mysql         localhost:51128         ESTABLISHED
tcp6       0      0 localhost:47788         localhost:mysql         ESTABLISHED
raw        0      0 0.0.0.0:255             0.0.0.0:*               7
raw6       0      0 [::]:ipv6-icmp          [::]:*                  7
raw6       0      0 [::]:255                [::]:*                  7
Active UNIX domain sockets (servers and established)
Proto RefCnt Flags       Type       State         I-Node   Path
unix  2      [ ACC ]     STREAM     LISTENING     63820356 /var/lib/sss/pipes/private/sbus-monitor
unix  2      [ ACC ]     STREAM     LISTENING     63822055 /var/lib/sss/pipes/private/sbus-dp_hawaii.local.2390634
unix  2      [ ]         DGRAM                    127138452 /run/user/0/systemd/notify
unix  2      [ ACC ]     STREAM     LISTENING     127138455 /run/user/0/systemd/private
unix  2      [ ACC ]     STREAM     LISTENING     127138464 /run/user/0/bus
unix  2      [ ACC ]     STREAM     LISTENING     23262    /run/dbus/system_bus_socket
unix  4      [ ]         DGRAM      CONNECTED     15406    /run/systemd/notify
unix  2      [ ACC ]     STREAM     LISTENING     15411    /run/systemd/userdb/io.systemd.DynamicUser
unix  2      [ ACC ]     STREAM     LISTENING     15412    /run/systemd/io.system.ManagedOOM
unix  8      [ ]         DGRAM      CONNECTED     15419    /run/systemd/journal/dev-log
unix  7      [ ]         DGRAM      CONNECTED     15421    /run/systemd/journal/socket
unix  2      [ ACC ]     SEQPACKET  LISTENING     58097611 @sentiscanner_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     STREAM     LISTENING     15423    /run/systemd/journal/stdout
unix  2      [ ACC ]     SEQPACKET  LISTENING     58097612 @sentiscanner_express_ipc_YnB4oKgPUDXBGo52VDh6
unix  3      [ ]         SEQPACKET  CONNECTED     58104338 @416cf
unix  2      [ ACC ]     STREAM     LISTENING     63825045 /var/lib/sss/pipes/pam
unix  3      [ ]         SEQPACKET  CONNECTED     58108279 @7b61c
unix  2      [ ACC ]     STREAM     LISTENING     63826194 /var/lib/sss/pipes/nss
unix  2      [ ACC ]     STREAM     LISTENING     63826506 /var/lib/sss/pipes/pac
unix  2      [ ACC ]     STREAM     LISTENING     104131327 /run/systemd/private
unix  2      [ ACC ]     SEQPACKET  LISTENING     58097617 @agent_general_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     STREAM     LISTENING     63825062 /var/lib/sss/pipes/private/pam
unix  2      [ ACC ]     SEQPACKET  LISTENING     58098545 @sentinetwork_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     STREAM     LISTENING     40522811 /var/lib/mysql/mysqlx.sock
unix  2      [ ACC ]     SEQPACKET  LISTENING     58098546 @sentinetwork_shell_fds_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     STREAM     LISTENING     40668110 /var/lib/mysql/mysql.sock
unix  2      [ ACC ]     SEQPACKET  LISTENING     58097616 @agent_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     SEQPACKET  LISTENING     58097589 @sentifirewall_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     STREAM     LISTENING     88006104 /run/systemd/journal/io.systemd.journal
unix  2      [ ACC ]     STREAM     LISTENING     63814913 /run/.heim_org.h5l.kcm-socket
unix  2      [ ACC ]     STREAM     LISTENING     22059    /run/lvm/lvmpolld.socket
unix  2      [ ACC ]     SEQPACKET  LISTENING     22061    /run/systemd/coredump
unix  2      [ ACC ]     SEQPACKET  LISTENING     22063    /run/udev/control
unix  2      [ ACC ]     SEQPACKET  LISTENING     58102604 @agent_provider_ipc_YnB4oKgPUDXBGo52VDh6
unix  2      [ ACC ]     STREAM     LISTENING     63819125 /var/run/vmware/guestServicePipe
unix  3      [ ]         DGRAM      CONNECTED     15408
unix  3      [ ]         SEQPACKET  CONNECTED     58097526
unix  3      [ ]         STREAM     CONNECTED     25955    /run/dbus/system_bus_socket
unix  2      [ ]         STREAM     CONNECTED     127142342
unix  2      [ ]         DGRAM      CONNECTED     117237012
unix  3      [ ]         STREAM     CONNECTED     23450    /run/dbus/system_bus_socket
unix  3      [ ]         STREAM     CONNECTED     63826960
unix  2      [ ]         DGRAM      CONNECTED     40494794
unix  2      [ ]         DGRAM                    63822756
unix  3      [ ]         SEQPACKET  CONNECTED     58097529
unix  3      [ ]         SEQPACKET  CONNECTED     58097521
unix  2      [ ]         DGRAM      CONNECTED     23441
unix  2      [ ]         DGRAM                    117432464
unix  3      [ ]         SEQPACKET  CONNECTED     58097518
unix  3      [ ]         STREAM     CONNECTED     62996414
unix  3      [ ]         STREAM     CONNECTED     104131591 /run/dbus/system_bus_socket
unix  3      [ ]         STREAM     CONNECTED     25980    /run/dbus/system_bus_socket
unix  3      [ ]         SEQPACKET  CONNECTED     58097524
unix  3      [ ]         SEQPACKET  CONNECTED     58097527
unix  3      [ ]         STREAM     CONNECTED     26648
unix  2      [ ]         DGRAM      CONNECTED     127138376
unix  2      [ ]         DGRAM                    63822005
unix  3      [ ]         DGRAM      CONNECTED     15407
unix  3      [ ]         STREAM     CONNECTED     25576
unix  2      [ ]         DGRAM      CONNECTED     127138353
unix  3      [ ]         SEQPACKET  CONNECTED     58097522
unix  3      [ ]         STREAM     CONNECTED     25983    /run/dbus/system_bus_socket
unix  3      [ ]         DGRAM      CONNECTED     127138453
unix  3      [ ]         SEQPACKET  CONNECTED     58097523
unix  2      [ ]         DGRAM                    63820271
unix  2      [ ]         STREAM     CONNECTED     117420695
unix  3      [ ]         SEQPACKET  CONNECTED     58097531
unix  3      [ ]         STREAM     CONNECTED     117237008
unix  2      [ ]         STREAM     CONNECTED     117234382
unix  3      [ ]         STREAM     CONNECTED     25982
unix  3      [ ]         STREAM     CONNECTED     63826961 /var/lib/sss/pipes/private/sbus-monitor
unix  3      [ ]         STREAM     CONNECTED     23531    /run/dbus/system_bus_socket
unix  3      [ ]         DGRAM      CONNECTED     127138454
unix  3      [ ]         SEQPACKET  CONNECTED     58097520
unix  2      [ ]         DGRAM      CONNECTED     88006106
unix  3      [ ]         SEQPACKET  CONNECTED     58097525
unix  3      [ ]         SEQPACKET  CONNECTED     58097528
unix  2      [ ]         DGRAM      CONNECTED     24713
unix  2      [ ]         DGRAM                    63822761
unix  3      [ ]         SEQPACKET  CONNECTED     58097530
unix  3      [ ]         STREAM     CONNECTED     117237011 /run/systemd/journal/stdout
unix  3      [ ]         SEQPACKET  CONNECTED     58097519
unix  3      [ ]         STREAM     CONNECTED     104131329
unix  2      [ ]         DGRAM                    63825951
unix  3      [ ]         STREAM     CONNECTED     62996413
unix  2      [ ]         DGRAM      CONNECTED     104131331
unix  3      [ ]         STREAM     CONNECTED     25979
unix  3      [ ]         STREAM     CONNECTED     63826452 /var/lib/sss/pipes/private/sbus-dp_hawaii.local.2390634
unix  3      [ ]         STREAM     CONNECTED     127137263 /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     117432296 /run/dbus/system_bus_socket
unix  3      [ ]         STREAM     CONNECTED     63826451
unix  2      [ ]         DGRAM                    63818020
unix  3      [ ]         STREAM     CONNECTED     63826507
unix  3      [ ]         STREAM     CONNECTED     5441561
unix  2      [ ]         DGRAM                    58097590
unix  3      [ ]         STREAM     CONNECTED     31892464 /run/dbus/system_bus_socket
unix  2      [ ]         STREAM     CONNECTED     5437687
unix  3      [ ]         SEQPACKET  CONNECTED     58104339 @sentinetwork_ipc_YnB4oKgPUDXBGo52VDh6
unix  3      [ ]         STREAM     CONNECTED     127138311
unix  3      [ ]         DGRAM      CONNECTED     63815491
unix  2      [ ]         DGRAM      CONNECTED     63817720
unix  3      [ ]         STREAM     CONNECTED     31892593
unix  3      [ ]         STREAM     CONNECTED     127138457
unix  3      [ ]         STREAM     CONNECTED     5441562  /run/dbus/system_bus_socket
unix  3      [ ]         SEQPACKET  CONNECTED     58097533
unix  3      [ ]         STREAM     CONNECTED     117432542
unix  3      [ ]         SEQPACKET  CONNECTED     58097532
unix  3      [ ]         STREAM     CONNECTED     127137288 /run/dbus/system_bus_socket
unix  2      [ ]         DGRAM      CONNECTED     62996412
unix  3      [ ]         STREAM     CONNECTED     63827126 /var/lib/sss/pipes/private/sbus-monitor
unix  3      [ ]         DGRAM      CONNECTED     63815490
unix  2      [ ]         STREAM     CONNECTED     113175296
unix  3      [ ]         STREAM     CONNECTED     42104437 /run/dbus/system_bus_socket
unix  3      [ ]         STREAM     CONNECTED     23411
unix  3      [ ]         STREAM     CONNECTED     31897614
unix  2      [ ]         STREAM     CONNECTED     127137342
unix  3      [ ]         STREAM     CONNECTED     88006031
unix  2      [ ]         STREAM     CONNECTED     127137043
unix  3      [ ]         STREAM     CONNECTED     23425    /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     42104436
unix  3      [ ]         STREAM     CONNECTED     23420    /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     25555
unix  2      [ ]         STREAM     CONNECTED     58104844
unix  3      [ ]         STREAM     CONNECTED     58104237
unix  3      [ ]         STREAM     CONNECTED     24720
unix  3      [ ]         STREAM     CONNECTED     58104236
unix  2      [ ]         STREAM     CONNECTED     113175303
unix  3      [ ]         STREAM     CONNECTED     127137340
unix  2      [ ]         STREAM     CONNECTED     127137091
unix  2      [ ]         STREAM     CONNECTED     58098475
unix  3      [ ]         STREAM     CONNECTED     24728    /run/dbus/system_bus_socket
unix  2      [ ]         DGRAM      CONNECTED     5441578
unix  3      [ ]         STREAM     CONNECTED     88004551 /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     117420685
unix  3      [ ]         STREAM     CONNECTED     24712    /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     31897615
unix  2      [ ]         STREAM     CONNECTED     124507031
unix  3      [ ]         STREAM     CONNECTED     25572
unix  3      [ ]         STREAM     CONNECTED     24715
unix  3      [ ]         STREAM     CONNECTED     24716
unix  3      [ ]         STREAM     CONNECTED     127137339
unix  2      [ ]         STREAM     CONNECTED     125103791
unix  3      [ ]         STREAM     CONNECTED     117418354 /run/systemd/journal/stdout
unix  3      [ ]         SEQPACKET  CONNECTED     58104479 @sentiscanner_ipc_YnB4oKgPUDXBGo52VDh6
unix  3      [ ]         STREAM     CONNECTED     24702
unix  2      [ ]         STREAM     CONNECTED     40494026
unix  3      [ ]         STREAM     CONNECTED     63818807 /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     63816872
unix  3      [ ]         DGRAM      CONNECTED     88004561
unix  3      [ ]         STREAM     CONNECTED     63818017
unix  2      [ ]         STREAM     CONNECTED     64074838
unix  3      [ ]         STREAM     CONNECTED     63817315
unix  3      [ ]         STREAM     CONNECTED     117431700 /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     63820357
unix  3      [ ]         DGRAM      CONNECTED     88004562
unix  3      [ ]         STREAM     CONNECTED     63827882 /var/lib/sss/pipes/private/sbus-monitor
unix  2      [ ]         DGRAM                    25575
unix  3      [ ]         STREAM     CONNECTED     63822057 /var/lib/sss/pipes/private/sbus-dp_hawaii.local.2390634
unix  2      [ ]         DGRAM      CONNECTED     88004377
unix  3      [ ]         STREAM     CONNECTED     63826144 /var/lib/sss/pipes/private/sbus-dp_hawaii.local.2390634
unix  3      [ ]         STREAM     CONNECTED     63820358 /var/lib/sss/pipes/private/sbus-monitor
unix  3      [ ]         STREAM     CONNECTED     127384446 /var/lib/sss/pipes/nss
unix  3      [ ]         STREAM     CONNECTED     117431697
unix  3      [ ]         STREAM     CONNECTED     63818767 /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     63822715 /var/lib/sss/pipes/private/sbus-monitor
unix  3      [ ]         STREAM     CONNECTED     63822841
unix  3      [ ]         STREAM     CONNECTED     63826161 /var/lib/sss/pipes/private/sbus-dp_hawaii.local.2390634
unix  3      [ ]         STREAM     CONNECTED     127384951
unix  3      [ ]         STREAM     CONNECTED     63826143
unix  2      [ ]         DGRAM      CONNECTED     127137336
unix  3      [ ]         STREAM     CONNECTED     63817713 /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     63824307
unix  3      [ ]         STREAM     CONNECTED     63822056
unix  3      [ ]         STREAM     CONNECTED     63827881
unix  3      [ ]         STREAM     CONNECTED     26699
unix  3      [ ]         STREAM     CONNECTED     25978    /run/systemd/journal/stdout
unix  3      [ ]         STREAM     CONNECTED     63818006
unix  3      [ ]         STREAM     CONNECTED     63817661 /run/systemd/journal/stdout
Active Bluetooth connections (servers and established)
Proto  Destination       Source            State         PSM DCID   SCID      IMTU    OMTU Security
Proto  Destination       Source            State     Channel
[root@D01HWY-PWEB102 ~]#zzzzBottom of Form
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